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Bottleneck
» Bandwidth - Communication complexity
» Latency - The number of round > 2

» Runtime - Computation complexity



This Work

Previous Works
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2-round communication

security w/ unanimous abort

up to n — 1 static corruptions
GOAL: simplicity and efficiency
black-box use of assumptions/field

in correlated randomness model

O LE correlation O
P

- =T
- d1d, =B +B
a1, B 2 a2, B>

widely used & 3 PseudorandomCG

assume PRG, RO and broadcast channel

NIZK + semi-malicious 2-round MPC

Round collapsing
[GGHR14,GP15,CGP15]
assume iO

[BL18,GS18,GIS18,BLPV18]
malicious 2-round OT

MPC in the head [IKSS21]

Expansive assumptions — inefficiency
Non-black-box use of the underlying
assumptions = inefficiency

[GIS18,1KSS21] Expansive techniques
= inefficiency



Asymptotic Complexity

communication complexity assumption

[GIS18,1KSS21] |C| - poly(A, n) 2-round OT
This work O(|C|-\-n?) 2-party correlated randomness
Constant-round [WRK17] O(|C|-X-n?) 2-party correlated randomness

Many-round [SPDZ] O(|C|-X-n) n-party correlated randomness
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Multi—Party Randomized Encoding [Applebaum-Brakerski-Tsabary]
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Multi—Party Randomized Encoding [Applebaum-Brakerski-Tsabary]
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Multi—Party Randomized Encoding [Applebaum-Brakerski-Tsabary]

The task of The task of The tasl.< of
computing constructing comput%
MPRE for f — “=*f
ABT18 ABT19 LLW20 This work
semi-honest malicious semi-honest malicious

honest-majority  honest-majority  honest-minority = honest-minority



C% 8 @ 3 vulnerabilities:
ABT18 X e OL@ Xn 1. correlated
semi-honest lmlml randomness
honest-majority | Pre-process | | Pre-process | e Pre-process ]
2. preprocessing
LLW20 % OLE g OB %n ,
cemi-honest bR erreEed andommess [T 3 MPC for F
honest-minority 2-round MPC computing degree-2 f
This work I Challenge:
malicious Y Fix vulnerabilities

honest-minority Decode w/ O(1) blow-up
cc. = O(|C|- X+ n?)



Fix 1: enforce using right correlated randomness

& R
OL@ To hide info when ajay # by + b

correlated randomness
a1, by m 22, b First attempt:
| Pre—process| | Pre—process| if want to hide info when ajay # by + b

- @ samples random r

Y

! - let f output r(aiaz — b1 — b2) + info
——
2-round MPC computing degree-2 f

degree-3, cannot computed by f




Fix 1: enforce using right correlated randomness

8)
oD
correlated randomness

ahblv/—\vaz,bz

| Pre-process | | Pre-process |

Y Y

2-round MPC computing degree-2 f

Foenstre—arar—br+H>
To hide info when ajay # by + b

Second attempt:
if @ want to hide info when ajas # by + b
- @ samples random 1, r»
rn info
I’2‘| + [ 0

-let f output lal b+ by
1 an

leak a1, ap if @ is corrupted



Fix 1: enforce using right correlated randomness

8)
oD
correlated randomness

51731/—\32752

| Pre-process | | Pre-process |

Y Y

2-round MPC computing degree-2 f

Replace scalar OLE CR by matrix OLE CR
ar - 5;— =B+ 5

if @ want to hide info when 31-32T = Bi+B;
- @ samples random Vi, V»
3 -3 #B1+ B
V& \717—31 . 527—\72 75 \71T(Bl + 82)\72
[‘7ng1 W (B1+ B2) W2 ok
1 3]



Fix 1: enforce using right correlated randomness

8)
oD
correlated randomness

51731/—\32752

| Pre-process | | Pre-process |

Y Y

2-round MPC computing degree-2 f

Replace scalar OLE CR by matrix OLE CR
ar - 5;— =B+ 5

if @ want to hide info when 31-32T = Bi+B;
- @ samples random Vi, V»

- @ samples random 1, r»
- let f output

(a1, vi1) VIT(Bl + Bo)wa| | info
S o +
1 <31, V1> rn 0
\71T(Bl + BQ)VQQ is “degree-2"
because @ knows Vi, Vb, r»

leak (31, V1), (32, Vo) if @ is corrupted



Fix 2: enforce honest preprocessing

g) @ To enforce honestly preprocess . ..

...shirk the duty to the next slide.

2
| Pre—process| | Pre—progs—‘ Cou L
Our MPRE is “semi-malicious

Y Y

2-round MPC computing degree-2 f
& enforcing input well-formedness




Fix 3: malicious MPC for degree-2 f

O @ Observation:
The 2-round MPC for degree-2 f in [LLW20]
is “somewhat” maliciously secure.

3
2-round MPC computing degree-2 f
& enforcing input well-formedness




Fix 3: malicious MPC for degree-2 f

In semi-honest setting, assume w.l.o.g. f = xyx0 + 21 + 2

OLE
O /MW "9
X1,21 a1, by a2, b2 Xx2,22 i malicious secure

______________________________ 1 - a weaker notion of securit

' broadcast broadcast | Y
round 1, ) - can be lifted to security w/ abort

€1 =a1+Xx C = ay+ X0,

1 1

| | . -

49 ; broadcast broadcast | ci is a commitment of x;

roun .

'mi=x16+b1+2z; my=xpc1+by+2z5 | - simulate x; = ¢; — a;

1 1

1 1

my + my — ¢ C

output ! 2= :

1 1

1 1

(which equals x1x2 + z1 + 22)



Fix 3: malicious MPC for degree-2 f

Assume w.l.o.g. every coordinate of f looks like X1Xo + 21 + 2o

OLE OLE

T <O B P

/ /
X1,21 ai, b a2, by x2,2p ap, b as, bz x3,z3

i
broadcast broadcast | broadcast broadcast

round 1 / /
g =a+x CO=a+Xp,C = a, +x 3 = a3+ x3

broadcast broadcast

1

1

1

|

broadcast broadcast 3
mh=xpc3+by+2z0  m3=x3cr+b3+z3 !
|

1

1

1

round 2 'my=x10+b1+21 my=xpC1+by+22

my + my — Cc1C m’2 + m3 — C§C3
(which equals x1x + z; + 23) (which equals xx3 + 2> + z3)

output



Fix 3: malicious MPC for degree-2 f

Assume w.l.o.g. every coordinate of f looks like X1Xo + 21 + 2o

OLE OLE
/ /
X1,z1 a1, by a2, by xz,22 a5, b5 as, b3 x3,23
- -TTTTToTT T ToTTTTT T T T T T T T T T T T L 1
41 broadcast broadcast | broadcast broadcast
roun I
1= a1 +x1 G=at+tx 6=a+x C3 = a3z +x3
]
. I .
simulate + simulate

I

_ /
X2:C2*82.X2—C2*32
i

Need: proof (%)f consistency



Fix 3: malicious MPC for degree-2 f

Assume w.l.o.g. every coordinate of f looks like X1Xo + 21 + 2o

OLE

O /MW "9
x1,z1 a1, B1 3, By xo, 20

broadcast
G = ar + (Xz, tail)

! matrix OLE correlated randomness
round 1 | 313 =B+ B>
1

‘ . & allows partial (linear) opening
round 2 ! broadcast random ¢ ( )

outel & (@, (o, tail))

|
1
. open
1
1
1



Fix 3: malicious MPC for degree-2 f

Assume w.l.o.g. every coordinate of f looks like X1Xo + 21 + 2o

OLE OLE
O /@(@W 9 /@M\ O
— — -/ / —
x1,2z1 a1, B1 3, By x0,22 35, B, a3, B3 x3,z3
\ - - -~ -~ -~ -~ -~ -~~~ TS ST T TS T T T T T T T T T T T fI - -~~~ """ " =" °"T"°"="°"~"~"~"~"°“"°“"°“T " =" === °=°7° 1
broadcast broadcast

Gy = @ + (xo, tail)

round 1 . G = ar + (X27 tail)

round 2 i broadcast random ¢ broadcast random ¢

open

: open
round 3:



Fix 3: malicious MPC for degree-2 f

Assume w.l.o.g. every coordinate of f looks like X1Xo + 21 + 2o

OLE OLE
O /@W 9 /@m«\ O
— — -/ / —
x1,2z1 a1, B1 3, By x0,22 35, B, a3, B3 x3,z3
\ - - -~ -~ -~ -~ -~ -~~~ TS ST T TS T T T T T T T T T T T fI - -~~~ """ " =" °"T"°"="°"~"~"~"~"°“"°“"°“T " =" === °=°7° 1
broadcast broadcast

round 1

G = ar + (X27 tail) Eé = 5/2 = (XQ, tai/)

. |
Fiat-g.hamir E

G« RO(&, &) :

open ' open :

(@. G tail) | (3 (v, tail) 5



Fix 3: malicious MPC for degree-2 f

s &

2-round MPC computing degree-2 f
& enforcing input well-formedness

3

Observation:
The 2-round MPC for degree-2 f in [LLW20]
is maliciously secure if output dim = 1.

Proof of consistency
assumptions: matrix OLE CR & RO
tech: linear opening, Fiat-Shamir

Proof of well-formedness
assumptions: matrix OLE CR & RO
tech: linear opening, Fiat-Shamir, linear proof



2-round malicious MPC for f

S .8

correlated randomness

ar, B1 32 B>

| Pre-process | | Pre-proc @s—‘

\ Y

2-round MPC computing degree- 2F
& enforcing input well-formedness

Semi-malicious MPRE for f
+

2-round MPC for
that checks well-formedness

2-round MPC for f
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2-round communication
security w/ unanimous abort

up to n — 1 static corruptions

GOAL: simplicity and efficiency

black-box use of assumptions

in correlated randomness model

O LE correlation O
P

- =T
- d1d, =B1+B
a1, B 2 a2, B>

widely used & 3 PseudorandomCG

assume PRG, RO and broadcast channel

» c.c. O(|C|- A~ n3) for circuit

> statistical secure MPC for
arithmetic branching program,
w/ black-box field access

» computation complexity ~
communication complexity

Thanks for listening!



